GOVERNMENT OF INDIA
NATIONAL TECHNICAL RESEARCH ORGANISATION
BLOCK-Ili, OLD JNU Géyggﬁ, NEW DELHI1t 00067

NOTICE

SbjizjeCt: Engagement of IT Professionals/Engineers as Consultant.

Netiorad| Techmizl Researdh Organisalion imvitess registration of desiiaus I Professionaisfor
engagement as Consultant im the following positions purslly om coninaeit basits for which the ONLINE
registration is scheduled to start on 22.04.2022 (1100 Hrs) and willl remaiin open till 16.05.2022 (1500

Hrs):-
(i) Cateqory' R
Position No of Maximum Qualification Woerking Experience
(Location) | Positions | Age LLimit
Cyber (a) 26 (a) 35 Years | Essential: Essential;
Security (minimum 3 | BE/ B. Tech (Computer | Experience im Cyber Secuity in the
Analyst Years Science/Computiar following domain:
experience) | Engineering/ Information | Design/implemeantation of enterprise
(Locatiiom:: Technology/ level IT netwatk of implementation
New Delhi/ Electronics/Elecianiics | and running OT network or Security
Bengaluru/ & Communicaiia/ Operation Centre (SOC) operations
Mumbai/ Electronics & or Security Incident and Event
Kolkata) Telecommuicaiiom) Management (SIEM) operations/
IMCA with First Division | SOAR operaiiong/ Analytical ability
or with minimum 60% to analyze suspicinus cyber activities
marks in aggregate firom | detect threats, findvaieesabiliées
a recognized ete.
University/instittution.
Desirable: Desirable:
, Security certificatinns More hands on experience in
) 15 (b) 45 like CISSP or CISA or | SOC/SOARSIEN |
| Years SOC/SIEM analyst or environment/Good understanding of
| ——— SOC/SIEM MITRE ATT&EK
Vears administration or framework/Arsayyidaal ability to
| axperience) SOC/SIEM tinreat assess infirastructure seuiity
hunting or SOC/SIEM requirement, risks and
operations/ data/understantling of malware code
configuration or Cisco and propagation techniguies/ Ethical
Certified CyherOps hacking skill ete.
Associate/Compili
Security+ or OEH @r any
equivalent certification.
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Software 05 (a) 36 Years | Essentiai: Essential:
Programmer (with 4 BE/ B.Tech (Computer | Experience in Cyber Secuirity wiith
Years & Science/ Computer specialization in:
(Location: above Engineering/ information | «  ProgramminglanguagesUAVA/
New Delhi) experience) | Technology/ Electronics PHPB/ Bython Web Development)
& Communiicadian) O and Database management.
with [First Class/ Divisiom
oF with minimuim 8086
marks in aggregate firom
a recognized University/ |
institution. '
Desirable: Desirable:
Certification from Security Tools developed and
Coursera o edX or published at Github/ Bug Bounty
; Udagity or Codlecadianyy | winner.
of equivalent in Coding/
Seecurity. Knowledge of DevSecOps.
Risk Analyst | (2)08 | (a) 30 Years | Essential: Essential:
(with 01 BE/ B. Tech (Computer | Hands on Experience in:
(Location: years & Seience/ Computtar « Vulnerabiitly Assessment and
New Delhi) above Engineering/ Information |  Penetration testing of
experience) | Technology/Eleattmmiss Web/Mobile applications and
& Communicatiin)/ Networks.
MCA with First Class/ « Knowledge of Python/Java/PhiP.
Division or with
(b)08 | (b) 38 | miRimum 0% marks in
Years (with | aggregate fiiom a
03 years & | recognized
ahove | University/institution.
experience)
Desirable:
Certifications like CEH
or equivalent.
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First Class/Division or
with minimum 0%
marks in aggregate
from a recognized
University/ Imstitution.
Desirable
Certifications like
CCNP, CCNA or
equivalent.

8% | (c) 46 years | Essential: Essential:
(with 06 BE/ B. Tech Hand on experience on VAIPT activities
years & (Computer Science/ or Cyber Security Audits of ISMS/IS

' above Computer [Engineering/ | Policy reviewiimptemsniaton.

experience) | Information
Technology/ Desirable:
Electronics &

; Communication) MCA | Experience in Risk Assessment/ Risk

. with First Class/ Management Eramework and Security

‘ Division oF with Controls/ Analydical skill to assess

i minimum 60% matks | security neguirement, rick and data/

' in aggregate fiom a Experience in developing concise oral
recognized University/ | and written summaries of complex
institution. teehnical scenarios and iin presenting

across diverse audiences (both for
Desirabie: technical and management

| consumption).

| Certifications like

| OSEP Certiicaiinn like
CISAICISSPICRISK/

IS0, IEC or equivalent
standards.
| Network | 08 ' 36 Years Essential: Essential:
Administra | (with 4
tor Years & BE/ B. Tech in Installation, configuration,
above Computers/Computtar | troulblestwtting of servers (preferably
(Location: experience) | Science/ Computar RedHat)/ Neetwork devices viz. Reuter,
New Delhi/ Technology/ Manageabie Switches and Firewall.
Mumbail, Information
Bengaiui, Technology/ Desirable
 [Kolkata) Electronics/Eleciianiizs
& Communication with | RAID configurainn/ Hadeep Cluster

Managemend, configurations &
troubleshooting/ Management and
configuration of AAA server.
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Power &
Energy
Sector IT & |
ot
Security

consultant

(Location:
New Delhi)

' (2) 64

62 Years

(Minimum
15 years
Power and
Energy
domain/
industry
experience
iml T &QT
Systems)

Essential:

B.Tech/ . Trech/ M or
equivalent.

Desiratbie:

Certifications like ISA/
IEC 62443 CRAS or
Certification in SCADA
Security Architeet
(CSSA) [Certified Lead
SCADA Security
Manager/Giobal
Industrial Cyber Security
Professional (GICSP) or
equivalent.

MBAJ Diploma in
Business Admimiisizateon.

Essential:

At least 05 years Work Experience in
ITIOT systems im Power
Generation/Transmsoon/ Grid
Operation/ distribution utilities or Energy

utilities at miidittgp managemant level.

Working Experience iin more than one
domain as mentioned above,

Experience of looking aiter cyber
security of IT & OT systems im Power or
Energy sector.

More experience of working in
information security sendaids &
frameworks (e.9. ISO, NIST, etc.),
strategy, planning & policy formuiation.
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80 Years
(b) 02

_ (Minimum

| 10 years

‘; - Power and

| | Energy

\ domain/

industry

experience

- imIT&Q7

| Systems)

Essential:

B,Tech/ M.Tech/ MCA or
equivalent

Desiratle:

Certifications like ISA/
IEC 82443 CRAS or
Certification in SCADA
Security Architeat
(CSSA)/ Certified Lead
SCADA Security
Manager/Glotbal
Industrial Cyber Security
Professional (GICSP)or
equivalent.

MBAJ Diploma in
Business Administraiian

Essential:

At least 03 years Work Expeiience in
IT/OT systems in Power
Generation/Transmsssoon/ Grid
Operation/ Distribution utilities or Energy
utilities at mid/top management level.

Desirable:

| Working Experience in more than one
| domain as mentioned above,

Experience of looking afier yier
security of IT & OT systems in Power or
Energy sector.

More experiense of working in
information security standards &
frameworks (e.9. ISO, NIST, etc.),
strategy, planning & policy formulation.
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o with miinitmurm 609
marks in aggregate fiom
a recognized

Universityl| nstitution.

BESI | (@) 01 | 62 Years Essential: Essential:
?fmst;urlty . (Minimum B.Tgch/ M.Tech/ MCA or | At least 08 years Work Experience in
Consultant | 15 years equivaient BE—%I Sector wtilities IT systems at
_. f:lomainl i mid/Top management level,
(Locatian: industry Desirable:
New Delhi) experience | ISONEC 27001:2013/ s S
in IT/Cyben | Lead Auditor/ Lead Experience of looking affer cyber
information | Implementer Certification | security of ITACT systems at BESI
Seeurity) or certifications like sector.
CISSP or equivalent More experience of working information
MBA/ Diploma i Isggurl;\tlgllss;agtti:rﬁ & framewon@ (e..
. oy - , , ete.), strategy, planning &
Business Adminitstzation. policy formulatian. g B
(b) 02 | 50 Years Essential: Essentiai:
| (Minimum | B-Tech/ M.Tech/ M@Aor | At least 05 years Work Experience i IT
| 10 years | Sduivalent systems of BESI Secior utilities at
demain/ Besirabiie: wid/top management level.
industry - :
experience | ISO/IEC 27001:2013 | esirable:
in IT/Cyber/ | Lead Auditor/ Lead Experience of looking after cyber
. information | implementer Certification | security of IT/ICT systems attBESI
| Security) oF certifications like sector.
CISSP or equivalent , e
Mrie experience of working in
MBA/ Diploma in information security standards &
Business Administeation. | frameworks (e.9. iSO, NiST, ete.),
strategy, jplanning & policy formulation.
Cloud 01 45 Years Essentiial: Essential:
Infrastruct
ure (Minimum 7 | BE/ B.Tech (Computer | Experience i managing large
Security Years’ Science/ Computiar organization cloud infirastructure. Setting
Consultant experience | Engineering/ Information | up architectures using cloud providers
inrelevant | Technology/ Electronics/ | like AWS, Microsoft Azure, Google
| (Location: work area) | Electronics & Cloud or ofihers.
New Delhi) Communicatiom/
Electronics & Desirable:
Telecommuiication)/
MGCA with Eirst Division | Experience in Cloud Migyration Policy

development, Cloud Security and Risk
Assessment.
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Desirabile:

Security certifications on
Google Cloud Architect
or Microsoft Azure
Solution Architeat Expert
of AWS certifiied]
Developer or CompTiA
Cloud+ or CCSP or
equivaient.

Data
Centre
Security
Consultant

(Location:
New Dalhi)

02

45 Years

(Minimum 7
years &
above
experience
in relevant
work area)

Essential:

BE/ B.Tech (Computer
Science/ Computer
Engineering/ Information
Technology/ Electronics
& Coemmunicatian/
Electrical & Electronics/
Electrical)/ MCA with
First Class/ Division or
with miRirmum 605
marks in aggregate from
a recognized University /
Institution.

Desirabie:

Certifications like
Certified Detia Centre
Professional (CDCPY
Certified Data Centre
Specialist (CDCS)/
Certified Data Centre
Expert (CDCE) or
equivalent.

Essential:

Hands on experience in maintaining
datacenter equipment (e.9. server,
backup ete.), perform updates, maintain
data center inventory, disaster recovery
process and doctimentaton,
troubleshoot data network issues.

Desirable:

Experience in handiing Tier 3 or above
data center.

Selection Criteria:-

The evaluation/selection criteria is based om'Quality & Cost Based Selection Methastf RCBS) of
selection in the raiio of 3020 (80% weightage to quality i.e. qualification, skill set, experience,
industry certification, performance in interview ete, & 20% on cost i.e. expected remuneration).
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Required job responsibiliteasitasdes:-
(A) Cyber Security Analyst

() Signature based threat detestion

(i) incident Report (IR) gemeration.

@iy  Third Party inteligenee Compilation.

(iv)  Management of Whitelist and Lookup Table.

(v Dissemination of lLoCs generated through Threat Intsiligence platform.

(v  Behaviour based Anomaly Detection.

(vi)  Traffic Analysis.

(vii) Aggregated Event Analysis.

(ix)  Cyber Threat Hunfing.

(%) Preparation and Dissemimaiinn of eyber threat reports.

(x)  Threat Nodeling.

(xiiy  Threat Attithutton and Campaign Identificaiion Seeking fleedback for closing tiskeats
based on eytherttireeats reported.

(xii)  Policy tuning far eyber Threat detasation

(xiv)  Supervising L2 and IL1 Analyst.

(xv)  IT/OT security controi documentation.

(xv) Operate and use relevant taglisats, such as SIEM and SOWR, threat intelligence, cyber
forensie, incident namagement and ticketing tools.

(xvii)  Seript writing to find key patterns form large system log files.

(xvill) Carry out incident response as per IR SOPs and playbooks,

(xix) Deep dive inio datasets to understand wihat happened during and after attask antuse
data visualizadion tools to provide deeper insighs.

(xx)  Analyze multiple data/inteliigenae sources and sets in order to identify patterns of
activity for attribution to threat actors and deveiop informed recommendations.

(B) Software Programmer
()D Design and Development of various sofivearte modules for phishing intelligence and

@)

Social [Engineering protection.
Design and Development of software modules and scenarias for Cyber Range and
CTF chalienges.

(ll)l D Automation of NGIIPE IF activities and functions by development of web applicadinns

- —

using software packages/ stacks/ frameworks.
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(C) Network Administrator

L)  Configurefinstakiaicontiooblieshotibing of enterprise level I petwork.

il I) Manage and configurie layer 243 devices and other perimeter security appliances like
.. UTM/Firewall etc. vis ACL configuration, routing tables, VILAN creation ete.
ND Server instaiiation and troubleshesting vis SETP server, Emall server, Web Server stc.
\l)\/) AAA server configuration and management,
V) Server hased AV configuzation and management.

V1) ©Sipatch update management.
Configuration and management of NOC/NMS.

I
(ili1) Data Centre patch cable management and eonfiguration.

IX) Configuratian of Security protocols over the network like IPSEC et
identity and role-based access management.

(D) Risk Analyst
(i) Conduet Vulnezahiiijy Analysis and Penetration testing of Web Applicaimnsatice

Applicatioms/haiveoriss.
(i) Review VAPT [Reports and suggest remedial measures.
(i)  Conduct Cyber Seouiity Audit.
(ivi  Conduct ieview of ISMS/IS policies.
v Conduct [Risk assessments and review of Risk Assessment reports.
(vi)  Suggest Risk treatment strategies amd plans.
(vii  Review network aichitecture and identify gaps.

(E) Power & Energy (P&E) and Banking, Financial Services & Insurance (BFSI) Sector
Security Consultant

1.1- Support NCIIPC sectors and zomes in their engagemeant with Ministries, Regulators and
P&E/BESI Critical Sector Entities (CSEs) as under:

Build and maintain knowledge base of aii CSEs in the region.
identification of Critical Information Infrastructure (Cll) elements.

) Development of plans, adoption of standards & best practices, refinement of procurement
processes with respect to Cli protection.

@j) Threat models, impact assessments, protection, strategies, policies, cyber security & Fisk
management frameworks, vulnerability assessment & auditing methodologies, advisories
and audit notes on Cll protection and their review in P&E/BFSI sector.

&e)) Share informeation and expertise on Cll across various sectors-

Forecast alll possible threzit vectors to PEE/BFSI Secttor entifiiess and suggest remedial
measures/stiratsges in advance.

@g) hssist affected CSEs and various Govt agencies to coordinate response to attack on Cli
across affected sectors in the region.
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2.  Build domain knowledge and industry expertise at NCIIPC forthe P&E/BESI eritical sector.
Provide domain lknowledge and expertise in interactions with international agencies.

8. Supuott Netiioedl Threstt Analifiiss teams (O builld situatiioehl awenenesss, analysis,
forecasting & assessment of threats o Clls of the P&E/BESI eritical secior.

4. Support NCIlP teams to huiild andi manage a pool of highly skilled individiuals and niche
organisations, who ¢an heip NCIIPC in its objectives.

(F) Cloud Infrastructure Security Gonsultant

@) Review Cloud Migyation strategies and suggest appropriate policies/quidsliimes

({if) Policy formuiation and review on Eloud Infraskucture Security

(iii}) Cloud Migratian Risk Assessment & suggestion of mitigation measures/stratagias

(i) Cloud incident handling

(%) Assessment of Cloud based selutions from Cyher and Information Secuiity point of view
(vi)) Cloud Architestiree view

(G) Data Centre Security Consulftant
@I)) Data Centre Security solution and architecture review

((ij) Data Cenire incident handling and Root cause analysis
(ii)) Data Centre Risk Assessment & suggestion of mitigation measures/siratagias

(i) Support NCIIPC sectors amdi zones in theiir engagement with Ministries, andl Critical Sector
Government Entities (CSEs)
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(i) Catespoy ‘B*

Position No of Maximum | Essential Qualification Woerking Experience
(Location) | Positions | Age LLimit
Senior 08 40 years | M.TeehMER Treatt/ BE | 3 to 10 years experience in
Software (Conuruter Science/ | the software design and
Engineer Conpoiteer Technologyi | development in reputed
(Locatiom: Information Technology/ | company / Organization
New Delhi Elecitamioss/ Electronics
] Communication/ - -
I:Zz;r 0 Cyearn Electrical & Electronics/ ;ﬁetgiiﬁén yﬁaer:r;eeggp: r;t;ce "
(Location: Elm;btcmi}alt): &r MS? development in reputed
New Delhi gﬁg‘m er @%?eﬂ\;gi company / Orgarization
System 01 45 years f rtnm:%s)s). 7ad 15 to 20 years experience in
Specialist Ur:ﬁ' et Eipa?enlzeth the software diesign and
(Locatiom: mitgg g: iﬁl’] V:Le development in reputed
New Delhi requiired domain from a company / Organization
k@dted Eompany/
Organisation.
Selectiom Criteria:-

The evaluation/selection criteria is based om'Quality & Cost Based Selection Metttaii(@QCBS) of
selection in the ratio of 60:40 (60% weightage to quality i.e. qualification, skill set, experience, industry

certification, performance in interview etc. & 40% on cost i.e. expected remuneration).

Special Skills desired

(a) Senior Software Engineer

Application Developer

Experjence in Angular JS/ReactiS/Advanced Java Seripts (OOPS), HTMLS,
CSS/CSS3, Bootstrap.

Experience iin at least one popular web framewank (€uery, Spring MVE),
Mirioservices experience in either Node. Js or Spring Boot

Experience in developing custom Elastic Search Java Client wrapper using JEST AR

Good knowletige of DB and NoSQL DBs like HBase, MongoDB

Should have hands on experience in using Tomcat, JBOSS oF other servers.
Knowledge of Hadoop Technologies like MapReduce/Spark

Knowledge of distributed programming platforms sueh as spark or Fiink.

Ay
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ETL Engineer (Talend)

«  Hands-on expetienge working with iHadoop technologies like HDFES, Hiive, Wapkieisee
and experience with developing ETL using these technolagies (Talend, SQoop and
SPARK).

«  Must have expetience with dataloads in WSyl DBs and RDBMS

«  Should have watet on majority of Talend components and can design simpte ETL jobs
to handle complex Business Logic.

«  Should have knawteiige of error handling ant performance tuning in Talendl.

Cluster Administrator
«  Well verse with installation and configurafion of Hadoop clusters desiratily MapR
» Monitoring and tuning clustar performance

« Execute major platform software and operating sysiem upgrades and maintenance across
physical environments

(b) Team lLeader

ETL ineer

{  Hands-on experience working with Hadoop technologiies and experiense with
developing ETL using these technologies (Talend, Sqoop and SPARYS).

O Must have experience with dataloads inte NoSql DBs ang RDBIAS

«  TalendSeriding experience and worked on TAC and TOS.

«  Sheuld have waHet on majority of Talend components and can design simple ETL jobs
to handle complex Business Logic.

«  Should have knowledige of error handiing and performances tuning in Talendl.

Big Data Tester

«  Streng Handls on Automation experience iim Big Data ecosystem/ Hadoop
applications/dtasitreacd

{  Data Ware house and Big data testing expeiianze

«  Testing ofapplicaiion developed deployatl on Spark, IKafika, ETL Server, Hadoop
Cluster and custom applications

«  Knowledge ofdiata flows, data architecture, ETL and processing of unstructured data,
Data Quality

«  [Exposure to Hbase, Hive ElasticSearch, MapR

e«  Strong Experience in SQL, back-end testing of Database and /or BUDW

«  Developing test scenafias and test cases from reguirements and design spesifications
and execute the test suites.

ye)
Hhdery
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(c) SystennSpecialist

Application Architect & Developer

« [Experience in Anguiar JS/ReactiS/Advancead Java Scripts (OOPS), HTMLS,
CSS/CSS3, Bootstrap.

« BExcellent Spring framematk knowledge - Spring Boot, Hibernate, Spiing MVC, Struts,
Security.

« Microservices experience in either Node IS or Spring Boot

« Experience working in AP| development (RESTful and SOAP)

« [Experience in developing custom Elastic search Java Client wrapper using JEST API

« Good knowledlge of DB and NoSQL DBs like HBase, MangsihiB

« Experience with Atiassian tools like JIRA nd Confluence.

« [Experience developing in agile & with Cl toois liike GitHub, Gitllab,

« Experience with Jenkins, Junit, test aulemation & reporting tools,

« Should have hands on experience in using Tomeat, JBOSS oF other servers.

« Knowledge of Hadoop Technalagies like apReduce/Spark

« Hands on knowledge of distributed programming platforms such as spark or Flinki.

« [Hands en experience on Java/ScaleiPySpard Big Data Structures (RDD/Data
Frame/Data set)
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(iii)Category ‘€

Position No of Maximum Essential Qualification Working Experience
(Location) | Positions | Age Limit
Software | 10 35 years M. et/ ME/ B.Treaiti/ BE/ | Desired skills.
Engineer (witth © to & | ((EIRPULET Science/ | System Programmer.,
(Locatiom: years Qompeuter Technoiogy | well verse wiith instaliiation and
New Delhi experience) IIWOn ‘II"mi’lmlx_bggy / corifigatiation of Operating
Elleatromitss/ Blestromiiss &
Communication / Eiectrical | SYSENss ke (U, Gent-OS,
& Electronics/Eikattioad), o | Windows).
MBc (Compuiesr Science/ | - VMware technologies like (EXSI,
Electronics); or WCA from a | viphere, V@eaater, NSX-T,
W@mgmzed UnNeFSity/ Horizon)_
Institute Shhmuld heve kands on
exmeidecee i wsing Tomeat,
JBOSS or other servers.
- Networking & Programmiing.
Team 03 35 years M1 TestHNEE/ B Teebh/ BE/ | Experience
Leader (wiith 5 - 8 | ((IRPULET Science/ | With expesianas in the system
(Location: years Coomfeuter Technology/ deessign amdl develpmeatt of at
New Delini experience) | Inftomatition Tecmmogyy / lemét 5 yearss from & reputed
Blectranidsé/ Electramioss & e
Communicalion / Electrical | COMPany / Organisation.
& Bectronics/Electnicai, o | Desired skills.
MSsc (Commueer Science/ | Cluster Adimitmiisteation.

Electronics); or MCA from a
regngeized University/
Institute witih experience in
tie requinesti domaim off at
lemst 10 yeass fioom a
keputed company/
Organisation

-Goad kmowbedge @f DB and
NSSQL DESs andd Bdg Data
Fremmeorork conmooeetiets like
Hadoap.

- Creation & management of locai
repassiooyy @N Limwx & Centos
platform,

- Experience im Operating system
liike Ubuntu, Centos, Windows,

- Should have worked on V\ware
techmaibgiess (vSpiteres, ESX), V-
centre, NSX{, Ihorizom)
-Manitoingy amid tumingg cluster
pedformance

-Implement security measures for
all| aspents of the clustesr (SSL,

Kk enonptption, role-based
access)
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System

Specialist
(Location:
New Delini

02

40 years
(witth 8 = 10
years
experience)

ML TreetWEE/ B Teebh/ BE/

(Caorputer Science/
Computer Technology/
Infionmediion Treetinotiogy /
Blectnomiosé/ Eleattomiies &
Communication / Electrical
& Electronics/Electrical, or
M3Bc (Commuesr Science/
Electronics); or MCA from a
regpgeized University/
Institute

Experience

Witth expeiinese in the system

diesijn anud develpnestt Of at
lemst D yemiss from @ reputed

Company / Organisation.

Desired skills.

Cloud Arehitect.

-Deiops CIOTD Integrations
experience

-Sitvopg endds @N automation
exmerooee M Bdg dada eco
system, ]
Epesience WHIN handiing
unsitotiedd diata ke text
imegrsiiiitestzadio almgg with
other structiired data

-Should have worked om majority
of Kafliea comporentss’ amd can
design Jois to hantke complex
Business lLogic.

= Soldd heaee exparitacee in
VMware technologies

(vSphere, ESX|, vCentre, NSX-T,
horizon.)

Design experience im automation
and orchestraiian workfiows.

- Experience im Docker-Contaiiner,
Docker-Swarm, Orchestration tool
like Kuberneies.

Selection Criteria:-

The evaluation/seiection criteria ik based om'Quality & Cost Based Selection Method'(QCBS) of
selection im the rafiio of 80:20 (80% weightage to quality i.e. qualification, skilll set, experience,
industry certification, performance in interview etc. & 20% on cost i.e. expaster remunsration).
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Responsibilities / Tasks to be perfommsii

(A) _Software Engineer

I) Maintenance and configuration off standard VMs (Windows, Linux ete)

gu)

@D

Maintenance and eenfiguration of Hypervisor, Software defined networking, Virtual
Desktop Environment ete,

Assist CNS team/ Cat2 consultants in Configuration management for Virusalization,
Orchestratiom, Service provisioning ete.

&\Ij\/) Writing code snippets in java / pyhthon / javascript ete,

(B) Team Leader

0

INamagement and configuration of Big data framewanks (Hadoop elastic search,
MongodB,Cassantiea, Kafka, Postgres etdc).

(ii) Writing code snippets for data pipe line management.
(i)  Configuration management for Virtualization, Orchestration, Service ProVisioning ete.
(v)  Configuration and management of Data repositories on various platforms.

(C) System Specialist
(0] Configuration and managemsnt of container orchestration.
(ii) Prepare detailed plan/ design for appllication containerizadian.
(i  Development of various microservices to Fun in containersed environment.
(iv)  Integrationm of the micro services and troubleshoating.

e

Moo
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(v)Gategomy D’

Paosition
(Location)

No of
Positions

Maximum
Age Limit

Essential
Qualification

Working Experience & Skills Required

St. Software

Engineer

(Location:

iHyderabad)

01

40 years

B. Tech/
B.E/ M. Se
in CSE/ IT/
IS

Working Experience
3 to 10 years

Skills Required

(i)Object Oriented, Design &
Development.
(ii)) Data Structure & OS Concepts.
(iii)) Database Management, MySQL..
(i) Multi-Threaded Applications.
(v) QT Programming on Linux for GUI.
(vi)) Working kmowiedge @f Coding and
documentaiion Standardls
(vii)S DiLC/Rational Tooksil MLSysM L

el based Development
m I I) donumetatation, configuration
meanggement, @EIglity assurance,
verification, validation, joint review, audit
antl praiiem resolution as par MIL-STD
498 and IEEE/EIA 12207 standards

Software
Programmer

(Location:

Hyderabad)

02

40 years

B. Tech/
BE/ M/. Se
im CS#/ IT
or MCA

Working Experience
3 to 10 years

Skills uired

(i)Object Oriented, Design &
Development.
(ii)) Data Structure & ©S Concepts.
(iii)) Database Management, MySQL.
(i) Multi-Threaded Applications.
(%) QT Programmiing on Linux for GUI,
(vi)) Working kmowledge of Coding and
documentation Standards
(vii)SDLC/Ratiandl Tools/lUML/ SysML
del based Developmaent

NIT)  documetatation, eonfiguration
meangyement, @EIGIILY assurance,
verification, validation, joimt review, audit
amtl jprotiitem resolution as par MIL-STD
498 and IEEE/EIA 12207 standaidls
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Sr,
Hardware
Engineer

(Location:
Hyderabad)

o1

40 years

. Tech/

iR
ECHE/ CSE/
(74

Working Experienae
3 to 10 years

Skills Required

(i)Hand on Experience of System
Monitoring, Diagnostics and network
Analytics Tools.

(ii) Hands on experiense working with ILAN
Administration and System Configuraism
with spegifiic reference to Hardening from
Cyber Security Angle.

(iii)) Expartitse N Haidwais, networking,

systeam Admimisitediton, Neonagpenesht & |

Cotrobl @F LAAN, LimosWinddess OS
Adiminstetition & EmelgoERnd Cyber
Security framework

Hardware
Engineer
(Location:

Hyderabad)

02

30 years

. Tech/
&E A
ECE/

CSE/IT IS

Workin
Upto 03 years

ience

Skills ired

(i)Hand on Experience of System
Monitoring, Diagnostics and network
Analytics Tools,

(ii) Hands on experienae working with LAN
Administraiion and System Configuradian
with specific reference to Hardening from
Cyber Security Angle.

(i) Expertitse N Hendinaiss, networking,
systeem Adimmimigttediton, Menaggeneaht &
Cwtrool @ LN, LimdMiriddosrs OF
Adtmiistaticion & EmitpeERhd Cyber
Security Framework

|
]

Selection Criteria:-

The evaluation/selection criteria is based om'Quality & Cost Based Selection tiatiuat{(IGRS) of
selection in the raiio of 60:40 (B0% weightage to qualltyy i.e. qualification, skill set, experience,
industry certification, performance in interview etc, & 40% on cost i.e. expected remuneration).
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Rezponsibilities /Tasks

(a) Sr. Software Engineer & Software Programmer

Warhiitgy underr bioad guidelines of the Project Offices, the soffwiane professiomsl sheill be
performing following tasks :-

0 Enunciate specific system requirements specifications for envisagat sofiware modules.
(ﬁl i) Bug fixing and testing of MMS system seftuate componamts.

(D undestaiee plammeed opeaition and meintenencee, pedamente:, optimization, system
upgradation, ete.

((\I)V) Handiing of software toolkits for design, development , validation, testing implementatian
amtl documentation off soffwianes/ Embedded sofware Sysiemss/ softwaie sub-moduies
leading to their integration with respective modules.

(@V) Provide a28sistance to Senior Inftmane Engineer in documenting software artifacts in
accordance with software life cycle stages.

(b)  Sr. Hardware Engineer & Hardware Engineer

0} Manicor system pmrfmmzmmee df IT syeteenss installet for Develtpneatt of interface
Processors.

(i) Perfiormn network Maintenance and System Upgrades ifratlutling SeevicecrBakrks, Hot Fixes
and Security Configuraiions.

(i)  Monitor System Resources Utilisation, Trending & Capacity Pianning.

(ivy  Assistance im exploring the newly imprmetied cyber security confials for further value
addition aind increase robustness.

@/) implement Security Tools & Policies in conjunction with Cyber Securitty Team.
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(v)Categgpny €’

Position No of Maximum Age | Essential Desirable Worlking Experience
(Location) Positions * | Limit Qualification
Comsttaatt. (IT | 32 40 years ioE/ B.Fech | Uhpio 100 yeess expasitance in
Specialists/ (Computer Cylwarr Security, nefwork design /
Engineers) Seience/ inpiplememntation/ analysis/
(Locattom: New Computer troidstesiyoting software
Delhi) Engineering. RghadNMINg,  web
Information applications/design/ development,
Technology/ bty dizita techmalngitss. machine |
Electronics/ lezming amdl otiverr relaied fields,
Héetctrionics & | (Cantiidétees megy also indicate
Communicaiien/ | recognized certification acquired
Héetctronics & | in the above / related areas).
Tele-
Consultans (IT | 0 45 years communications) | Atmvee 100 yesss expeniantee in
Manager/ WHIN minimum | Cylber Security, netwoik design /
Senlor ¥ 530 meeirks in | impiplementation/ analysis/
Engineers) aggregate from a | trotHIbeshOOtiNg software
(Losatiom: New recognized fHeRYghadNMING, web
Delhi) University/ applications/design/ development,
Institute gy diztta techmagitss, machine
learning amdl othen related fields.
(Canmtiidézes meyy a0 indicate
recognized certification acquired |
in the above / related areas). "
Selectiom Criteria:-

The evaluation/selection aiitetia is based om'Quality & Cost Based Selection Method' (QCBS) of
selection iim the ratio of 604D (60% weightage to quality i.e. qualification, skill set, experience,
industry certification, performance in interview etc. & 40% on cost i.e. expecied remuneration),

Responsibilifies & skill sets

I) To provide speciaiized analysis of large volumes of digital data.
il I) Processing of large voiumes of digital data.
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(vi) Category ‘F’

Pasition INoof | Miaximum | Essential Skill-set
(Location) | Positio | Age Limit | Educationl
lns' Quelification
Mobile 3 28 years | BE// B.Tuath from | Required Skill-set
Seurity . anyy requedd and
i g:";r'\i:lnn;e recognised 1. Good knowledge of Java
m;:)' is gyear in | University 2. Knowledge of Mobile Security
P 3, Unidetsteinging @F  Android
field,) Architectiire
4, Knowletyge off Andhaid Malware
and Rootikis
5. Profiiantt im andhaitl debugging
and app revising

6. Baisic knovedgige @ Web
Protocols and standards

7. Byperience WHEH reverse
engivessingg, hamdkigg anid the
commonly used tools

8. Byeckecze With stéitic and
dynamic binary analysis

9. Knowledge of comman fiile format
and protocols

Desirable:

1. krovieedge @F Crt+, Seripting
Langpagsss (Em: Pytttoon, Ruby,
HTML, ECIIASEripts)

2. Undetstdinging @  Linux
Architectiure _

3. Fammiligrity WHth android
ProGuard/DexGuai

4. Knowledge of Andi@ii structure
and Build eustom Tools
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Position
(Location)

Noof
Positio
ns'

Miaximuim
Age Limit

Essentiall
Educational
Qualification

Skill-set

Payload
Development
(Location:
New Dethi)

28 years

| (minimum

experience
is T year in
relevant
field,)

BIE// B, Teath from
any repuedd and

recognised
University

Required Skill-set
1. Reofictent WHEO Gomputer

Language (C/C++ICH#), x&% & x

€64 assembly, ython,
WindowsilLimux system AP| & ABI

. Soundd knowestige ©f windows

Internals

. Write and test File-Less malware,

stattecbtatt techmigiess usseld in
malware

. Unitesstadtioing @F  Anti-Virus

Functionality and API Hooking

. In-Degith knowledge off malware

eomponents such as persistence,
C&C,, File-Less, AV-evasion, in-
memory aliacks.

. Reverse Engjineering, stalic and

dyreanic binseyy amadygiss with
IDA,GHYDRA and Debuggers

. Understanding of welb protocols,

standards, TCPIIP protocols.

. Knokdgdge of Seripting

langieages SUCh  as |
Python/HTMUAKS

. Awmeoness regdding globally

akising maalware offensive
techniques

10. R&D of most advanced malware

techniques amdi counter-measuire
techniques

1%. Understanding of Analysis tools

sutth &S Syaimemeaiss, Sniffer,
Anti-rootkitts

12. GGerdificates such  as
CEH/CISSPIGREW
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Paosition
(Location)

Positio
ns.

Maximum
Age Limit

Essential
Educational

ification

Skill-set

Vulnerability
Assessment
and
Penetration
Testing
(Locatiam:
New Delhi)

28 years

(minimum
experience
is 1yearin
relevant
field,)

./ BTech
fromm amy reputed!
and recognised

University

Required Skillset

1. Network VAPT with deep experiense in
VAPT of Core Routers, Core Switches,
Wi-Ei Networks, Windows Servers

2. WebbApydipdication WAAIRP T String
Experience im Web-APP VART, Web-
Crawiing & building custom Seripts for
SQL injection and browser expioitaiian.

3. Cdd Infragtnucitiee add Application
Smouityty: Inflasttnsbicee vulnerabilidy
scans and API testing, Micro-services
tegtigg, Conieainer seeams, Platform
speaiftic testing) expenenose suath as
AWS, AZURE.

4. Racrdzeaming $SkdllS: Phishing
Campaign, Parameter bieach testing,
AD Compnemise, Web-App
Compeonisiee amid Extfileetition, WAE
byeasismg, HIBR bypsss testing,
Dummyy Malware desigh, Cloud! Red
teamiing, Paylozdi Devellopment using
Kali/Cobalt Strike efle;, Skilks requiring
custom nmalware developments.

5. Knowledge off Commonly usedl Tools
sucth ass: mmep, nessilss, Burp-Suite,
Masscan, Accunetix, AirCrack-ng, Aif
Snott, Meteepwit, Weileggo, Shodan,
QAP ZXR, ADIB, Wiresttakk and
other kali tools.

8, Knowledge or Seripting and Languages
subh &S Pyttioan, joipp, bassh, Lab
Wamagement, ThOO| License
management, New Tool Evaluation.
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Paxition Nioof Maximum | Essential Educational | Desired skill set

(Location) Pesitions’ | Age Limit | Qualification

Cyber 10 46 Years | M. Teeoh | IEE (Computer | Syatesm Lavebl Programming

Security seience / Information Technology | fOI Opesatiting System in

Researcher / Cyltser Secunity | information | GHG++C4

(Location: (minimum | Secutity /  Etettrocics &

New Delhi) experience | Communications / Efeuinonicss / | proficiency  with  Reverse
is 1 year in | Electical) Engineering tosls liHee IDA
relevant | gR Pro./Ghidra
field.) BEE / 1. Teeth (Information

Technology / Computer Science | Malware Analysis

| Electronics & Communicaiinns /

Electionics / Electrical) Robdt Casse Areyisis of
OR software wvuimerabilities.

" mation . .
o bty 190 i O e
Commigatioation, Computer | and its Mitigatians.
science)

OR
MICA #50M 8  recognized
WniVersity. _

Red-Team |5 -do- -do- nfermation Technology

Expert Seotyity Assessenent &

(Location: Penetration.

New Delhi) Waikingy knowlledge aff open
souwmse Cylser seauilyy tools
and rediieam technologiies.
Wéargng kowetigege of
saftmares t0  detect
wullreesalitities @nd deploy
Red-Team simulations.

Vulnerability | 6 -do- -do- Bypetisse N Pen{esting of

Assessment Web Apitietivioms & 1T

& Network |nfrastructures.

.;Pigg::\r;tim Kiawibedge @F VWE and

Expert Network [Firewalls.

(Location: Undierstandiing off application

New Delhi) seatifity vulheeablitittes &

attack Technigues.

Undierstandiing of metimaokk &
wiebh wetated protocols
(TCPAP, UDPIHTT®R, HTTES
ete),
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Android / 108 | 6 -do- -do- For Android:
Security

Researcher Understanding of android
(Location: aichitecture, android malwares,
New Delhi) rootkits.

Proficiency in andreid
debugging and app reversing.

Experience with static and
dynaric binary analysis.

Ability to reverse engineer
android apps to idemity
vulnerabiiiiees within apps.

For I08:

Experience of developing IOS
Apps and publishing it to APP
store

Knowledge of basic drbugging,
i@verse engineering im QS /
Mae OS environment

Knowiedge about C, Objective
C, swift, hybrid apps aatXcade
IDE.
Knowiedge of I0S and Mac 6§
architecture and assemtly
o lahguage programmimg,.
Firmware 2 40 Years | -do- Expenence in reverse
Reverse engineering firmware,
Engineer (mAinimum
(Location: experience Pobficiency with  Reverse
Bengaluru) is 1 yearin Engjressiigg tools [MA Pro./
ielevant Ghidra.
field ) B .
Software 1 40 Years | -do- foiblieSTACK  Software
Developer development experience.
(Location: (mninimum
Bengaluru) experience
is 1 year in
relevant
i i field.)
Selection Criteria:-

The evaluation/selection criteria is based on ‘Quality & Cost Based Selection Weihiedi(QCBS) of selection
in the ratio of 80:20 (80% weightage to quality i.e. qualification, skill set, experience, industry certification,
performance in interview etec. & 20% on cost i.e. expected remuneratian).
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; Mi) GGI
Position No of Maximum | Essential Educational Qualification | Working Experience
(Location) | IPesitions | Age Liimit
Remote 02 36 Years | B. Tech / M. Tech (Remote Sensing | 0-5 years with
Sensing | GIS | Geoinfiormatics/ Geomatics/ | reguiedd skillistts from a
Data Completer Suntecete/ Information | k@petted Conzpany |
Specialist Teeivingyogy/ Bleinonics & | Organization. Candidates.
(New Delhi) Communication) frorm a recognized
University/ Institute.
Geospatial 01 35 Years | B. Teutih/ BE/ W, Tenbh (Remote | 1-% yeans required skillsets
Software Sesisghg/ GIS/ Geoinformatics/ | in
Engineer Gaomiitics/ Conppteter Seience/ | Devetipping G4S based
(Bangalore) Information Technology/ Electronics | saliibon from & reputed
& Communication); or MCA from a | Company/ Qiganization.
recognized University/instiiute.

Selection criteria:-

The evaluation/selection driteria is based om'Quality & Cost Based Selection Method' (QCBS) of
selection iin the raiio of 80:20 (0% weightage to qualitty i.e. qualification, skiill set, experience,
industry certificatton, pefiormance in interview efe. & 205 on cost i.e. expecied remuneration).

Desired special skillsets :-

(A) Remote Sensing Data Specialist

((}) Onganizee datta acguinestl fram aiienafit, satellites;, o ground-based platfiomss, usingy statistical
analysis software, image analysis sofware, rGeegiraphic [nfarmation Sysiems (GIS).

(iii) Proficiency im Process andl Organize geospatial daiz sources to crezie products such as land
cover maps, Change defestian ete.

(iii) Build databases for remote sensing @rreatated geospatial project information.

(iv) Cugtomiize aml integaite image. relkiee appleationss througih ANN zndd Fuzzyy logjes, image
classification techniques, including unsupervised classification, supervised classification ete.

(v) Efficient in using COTS aantloprenssorteereenatie sensing software such as ERDAS Imagine, ENVI,
QGIS, GRASS ete.

(vi) Proficiency with image processing, classification and assessment.

(B) Geosspatiial Software Engineer

(i) Proficiency with frontt endi desigin languages such as Net, Java, HTML, C3S, JavaSeript and
various mapping languages.

(i) Proficiency with database programming languages such as SQL, R or Python, PosigieSQL..

(iii) Develop mapping applications and tools.

(iv) Bxpariencee in Amguitar JS/Reactt JSAzmeedd Jewaa Surippss (QQIFSS), HTWLSS, CSS/ESS3,
Bootstrap.

(v) Experience in popular web framematts like jQuery, Spring MN/C oF any other equivalent.
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(viii) Categramy ‘H'

Position | No. of | Agee Limiit & | Essential Desired skills
(Location) | Paositi | Work Educational
ons Experience | Qualification o
Systeit 01 45 years M.Teeh/ME/B.Teah / Angular JS/React JS/Advanced
Specialist (wiith 15 to 20 | BE/ WA (Computer Java Seripts (OOPS), HTMLS,
(Location: yeznss wWorking | Science/Infermation CSSICS83, Bootstiap.
New Delhi) experience) | Technology/Eieation Strong hands o experience with
€S and mNodeJ§, ReactsJS, HTML, €SS,
Communicatiomn) JQUERY.
from & recognised Working knowledge on
University/ nstitute. NodeJS/ExpressiS.
Good kiuiedge of geospatial
libraries such as Leaflet,
Senior 01 40 years (with | B.Tech/BE/MCA Mapboxetc
Seftware 08 to 10 years | (Computer Good knowledlge of Geoserver,
Engineer working Science/lnfermmation Pogimessa, PostGIS
(Fulll Stack experience) | TechnologyiElectron Deployment of applications en the
Developer) S - and application servers.
(Location: Communicatiom) Knowledge on Responsive Web
New Delin) from & recognised | pegigy
Universityl/ nstitute. Knowledge of ML and Deep
Learning zlgorithms
Senior 01 40 yeans (with | B.Tech/BE/MCA Angular JS/ReactiS/Advanced!
Software 05 to 07 years | (Computer Java Scripts (OOPS), HTLS,
Engineer working Science/inforimatio CSS8/CS83, Bootstrap.
W experience) | p Strong hands en experienee With
Designing/ Teghmnology/Electro mNodeJ§, ReactsdS, HTML,
Frooht End ftkCS and CSS, JQUERY .
Developer) | Communication) Waorlkingy knowledge on
ﬁgc""g‘;rﬁﬂ from @ recognised | Responsive Web Design,
W University/Institute Werking knowilegige on
NodeJS/Expressis.
Good knowledge of geospatial
libraries suich as lLeaflet,
Weapboxete
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Netwerk o1 40 yeans (with | M.Tech/M.E. « hastadlation configuration,
Engineer 05 to 07 years | (Computer troublsgshbaing Of servers
(Location: working Science/nferimation (Linux/Network devices viz. Router
New Delhi) experience) Technology/Cythar Neangegeable Svitbehes and

Security/infermatsan Firewall.

Security/Eleclionies | « Kngededge @N  Network

& communication): |  IhAkR@SEELICIUre Seeurity

@r BEBTech | Asasssment ANd health

(Informaticn monitoring.

Technology/Compuit

er Desired certification:

Science/Elecitontes | ¢«  CENA/MTENA.

&

CommunicationiEite

ctrical & Electronics/

Héetirahal): M.Se.

Electronics/Computt

er Science); or MCA

from & recognised

University.
Geospatial | 01 40 yeas (with | Masterss degiem in | « Queean obssvaitoss (N situ,
Software 05 to 07 years | Oceans Remutee Sensingy, ship based),
Engineer working Sciences/Atmasgth laboratory amalysis, processing of
(Ocean experience) | eric rﬁgelg resolutien
Data) Sciences/Climaie ocean/atmespheitc data.
(Location: Sciences/Marine | « Qussarataspdphieric modelling
New Delhi) Sciences/Meteorol model parameterization and data

ogylOceonography |  asswiviatlation HOI  providing

Physical operational services.

Oceanography/Phy | «  Assimilatiom amt representation

sics/Mathematias of World esean atiasideiaoarciiS

gﬂ] M.Tech/B.Tech | applications.

emote « Duita analygits saftvesee (Ferret,

Sensing/él@/@aﬂ'm pytoon, GRMISS, ADV ete.),

formatics/ programming languages (Matlab,

Geomaties/ ¢, Fortan, etc),

Computer .| e ABMUL applicationss, Ensemble

Science/informaim techniquies

R o B$S Appiietiion development

I’ﬁ?_‘,ﬁgww Eleetroé u&ihggﬁgn Souree GESp’teoig,,

| - .

Communication) Satiedlite DXata processing

(SeaDAS).
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Geospatial | 01 35 years (with | B.Tech/M.Tech o 35 yemss regjuinast Sikillksiss in
Software 03 to 05 years | (Remotie Sensing/ ping GIS bessst selution
Engineer working GlS/Geoinformatias @M a reputed
(Location: experience) | /Geomatics/Camnpu Company/Organisatian.
New Delhi) ter o« Gond knowkslige df geospatial
Seience/Informai® libraries such as Leaflet, Mepbox
A ete,
Technology/Elleatt® | ¢ Gt knowlledze of Geoserver,
itkCS & PosiyeSY, PostGlS
Communication); or
M a
recognised
Universityll nstitute.
Selection Criteria:-

The evaluation/selection criteria iz based om'Quality & Cost Based Selection Method' (QEBS) of
selection in the ralio of 80:20 (80% weightage to quealliyy i.e. qualification, skilll set, experience,
industry certificai@n, performance in interview etc. & 20% on cost i.e. expected remuneration).
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(ix) Category I

Position
(Location)

No of Positions

Maximum Age
ILiirnit

Qualification

Al/ML Consultant
(Location: New
Delhi)

8

36 years

(with 2 years and
above
experience)

Essential:

B.Tech/B.E in Computer Science/Computar
Engineering/lnformation Technology/Data
Science/Artifigial Intelligence/aghine
Learning with First Division oF with minimmuim
80% marks iin aggregate fiamarecognized
Universitiyl| nstitution

OR

B.Tech/B.E with First Division of with
minimum &0% marks in aggragatetfoom a
recognized University/insitlution with
Certification in Artificial Intelligence
(Al)/Machine LLearning (ML)/Deep Leariiing
(DL)/Data Seience (DS) from Cotirsera or

edX or Udactly arcaidesademyar any other
online |raiming or educadimial platforms

OR

M.Tech/M.E in Artificial Intelligence
(Al)/Machine lLearning (ML)/Deep Learniing
(DL)/Data Science (DS) with First Division or
with minimum 60% marks in aggregate from
a recognized University/imsittution

OR

Post Graduate diploma in Artificial
Intelligence (Al)/Machine Learning
(ML)/Deep ILearning (DL)/Data Science (DS)
from recognized University/insfitution

Selection Criteria:-

The evaluation/selection criteria is based om'Quality & Cost Based Selection Method' (QEBS) of
selection iin the ratio of &0:20 (80% weightage to quality i.e. qualification, skill set, experience,
industry certification, performance in interview efic. & 2086 on cost i.e. expected remuneration).
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Required job responsibilities/tasks:-
(A) Al/ML Consultant

(i) Buiid and implement right algorithmsfmedials and tools for Text, linageiitideo and Audio analytics
()) Train, test and alaptoy modiel itacally as well as in private cloud.

(iii)) Preprocessing and storage of data for traifing and testing the AWML modisls

(i) Maintaining all models along with devetsgpment and updating aif cette and process decumentation.
() Verifying data quality and/or ensuring it via data cleaing.

() Finding available datasets in open sotiree domain that could be used for feaining

(viil) Defining the preprocessing or featlire enginasting to be done on a given dataset.

(viil) Defining data augmentation pipelines

(%) Analysing the errors of the model and desigiing skategies to overcome them

() Deploying models to production

Term of engagement: - The period of contiactual engagement shalll be for a totall period of 3 years,
Performance of the engaged professional shall be evaluated penimticzalyy. Continuance of contract up to
total 3 years would depend upon suchperiadical assessment/evaliation of performance and organizadinial
requirement.

Value of the Cantnaudt:- Value of the contract for total period of 3 years shall be in the range off Rupees
T8 lakhs to 60 lzikls. The value of contract shall the ffixeil based on educational qualification, relevant
experience and requisite skill seft possessed by the candidate and his pedormance as assessed by the
selection committee.

(@) Nustiiatioon: The monithly payout for the value of the contact off Rupees 18 llakhs for a total
period of 3 years would bbe as under:-

(© R 413334 per month for First year.
(i) Rs. 440004 per month for Second year.
(i)  IRs. 480004 per month for Third year.

(b) The monthily pay out (for each year) for the valiie of the contiact above 16 Lakhs shall be fixed
proportionately.

() Imenessse im maontthly payouit beyond first year ane linkest witth thee periodical performance
assessment/evaluaiimon as mentioned above.
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2. Desious candidates mey visit the website hittps:/intro.gov.infor ONILINE Registrafionthuiing
amiee regjrinatiton, thee candidatess ane reguiieed tO fill up thee relkvaatt fiett giving dettaiss of
experience/skill setlindustry catifiication possessed by them. They are also requesied to bring the
primtt ouit off theiir ONILINE Regjistration Fanm ait the time of interview/selection. Those winp hawe not
registered oniine will hot be allowed to appear fiarsatestion. The dates for ONLINE Registration meniioned
above are tentative and the organization reserves iis right for any change of date, re-schedule or cancell
the recruitment exatise, wihiteh would e notified in the above mentioned website.

8. The candidates who have either appeared or appearing shortly for the final yearffinal semester
examination of the essential qualification cam also apply iindicaling their percentage/CGPA (upto their
latest semester examination results), provided they possess the riequisite experience, if any, prescribed for
the position(s) applied for. In case of their selection they are required to produce their finall pass resuit
marksheet andiar Degree certificate for processing the matter furthar.

4. Mere registration willl not entitie the candidate to be called for further selection. The registered
candidates are required to email legible scanned copy (PDF) of their (1) Matriculation / 16% Certificate (2)
BE/ B.Tech/ M. Tech / MCA Certificate/ 7ih Semester Marksheet (for those have appeared in final semester )
(im support off claim om Essential Educational Qualification), and (3) Pihoto ID (AADHAR / PAN Card) at
recruitmentadm@ntro.gov.in from their registered emaiil ID by 05:30 B of the last date of Registration of
applicantion, failing which their regjistration will be keated as invalid. Suitable criteria wiil be astsniad by the
oerganisation for short listing off candidates having valid registrations to be called fior further selection.

D. The candidaies ale advizadi to choose the ‘Catiegromy’ and'Position’ thereincarefully for which
he/she meets the eligibility criteria, required experience/skill sets to apply for such positimn. A eandidate
can register for maximum for two positionss. The earlier registration would be treated as First Preference
and the subsequent registration would be treated as Seeand preference,

©. The venue, date & time for reporting of the shortlisied candidates for selection will be uploaded in
the said welbsite. The candidates are requestet! to regularly check the website for updates.

. This consultancy engagement will be purely on contiacts basis,The person so engaged, wiill not
have any claim or right for either regularization or absorpftion in the organization at any point of time.
The candickates selected, will have to sign an agreament accepting the detailed terms and condition of the
engagement.

8. Consuitant(s) engaged om contract intemds to resign during the term ofengagement period,, will
have to give one month molice and also required to deposit wilth NTROam amount equivalent to ONE
MONTH OF LASTIPWWEUIT, before acceptanse of such resignation. in the event of sesiking acceptance of
resignaiion beforeexpiry of ome mantth motitee peniat], thenhe/shewould e reguinest to depesitt with
NTROan additional amount equivalent to one monthtastesyont in addition to other cleatancas / NDE.
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©. At the time of appearing for selection, the candidates are required to bring two seis off self
atttestest] photooepy of the following documentsaliong with two recantt pessyott size colour
photographs, ONLINE Regjistration Form duly signed by him/her:-

(a) Matricukationi 10t Certificate.

(b)Certificate & Manik shesiss im support of educational qualification (candidates mentioned ait Para-3
above are requiratltto submit Mark Sheets up to the last semester).

(c)AADHAR or PAN Card.

(d) Experience Certificates in support of his/her claim.

(e) Other desirable certificate(s)tieshnical proficiency certificate(s)iintlusiyy Certification(s)akaimadiil any.

NOTIE: Tive candidates may please nafee thatt if amy information givem durimg) regjistrafion or
photocopy of certificates is foumd to be wrong or falise or incorrect ait any stage of selection
process or thereafter, their candidature will be cancelled/rejected forthwith withowut assigning any
reasonandl, if selected, actiom will be initiated as deemed necessany.

B0 NTRO reserves sole right to relax/modify any of the above criteria, if candidaie is found othervise
suitable for engagement.NTRO reserves solie right to discontinue/terminate the services off persom so
engaged, at any time, without 283iging any reason and alise ressanes the right to cancel the selection
process without iintimation aimd assigning ainy reason,

1.1, No TA/DA will be admissible to the candidiates for appearing for selection.

1b.2. Eleciionic Deicsss, including Maile phone, are stricilly prohibited andi candidates will nat be
allowed to cariry witth them any such items to the assessmant room,

£3. For amy diffotity fazstitiviigg ONINEE Rejtitebitiothihe caniiates]s) magy enadil at
recuitment asim@ntooggoy.in for technical assistance.

4. Canvassing in any form wiill diisquatiy the caniidate.

dkkkk
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